Mpukas ®epepanbHON CRYXObl NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO
ot 18 cheBpansa 2013 r. N 21
"06 yTBepxaeHun CoctaBa u coaepXaHUs OpraHM3auMoOHHbIX U TEXHUYECKMX Mep No
obecne4vyeHnto 6e30NacCHOCTU NEePCOHanNbHbIX AAaHHbIX NPU X obpaboTke B
MHOPMaALIMOHHBLIX CUCTEMAX NepCOHasbHbIX AaHHbIX"

FAPAHT:

CM. pasbsCHeHWs OTAerbHbIX MOSIOKEHMM HacTosAWero npukasa npuBedeHHble B
nHdopmaunoHHom cooblueHumn PCTIK Poccum ot 15 niona 2013 r. N 240/22/2637
B cootBetcTBUM C 4HacTbio 4 ctatbm 19 depepanbHoOro 3akoHa ot 27 wona 2006 r.
N 152-®3 "O nepcoHanbHbix fAaHHbiX" (CobpaHve 3akoHogaTtenbctBa Poccuinckon
depepaumn, 2006, N 31, ct.3451; 2009, N 48, cT1.5716; N 52, cT.6439; 2010, N 27,
cT. 3407; N 31, cT. 4173, c1.4196; N 49, cTt. 6409; 2011, N 23, cT. 3263; N 31, c1.4701) 1
MNonoxeHnem o PegepanbHON cnyxbe NO TEeXHUYECKOMY W IKCMOPTHOMY KOHTPOSHO,
yTBepxaeHHbIM Ykasom [pesnageHTta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085
(Cobpanune sakoHogaTenbcTBa Poccunckon depepaummn, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), NnpukasbiBato:
1. YTBepanTb npunaraemble CocTtaB 1 cofepxaHne opraHn3aumoHHbIX U TEXHUYECKMUX
Mep no obecnevyeHnto 6e30MacHOCTU MEpPCOHanbHbIX [AaHHbIX Mpu ux obpaboTke B
NHPOPMALMOHHBIX CUCTEMAX NEePCOHasbHbIX AAaHHbIX.
2. MNpuaHaTb yTpaTtmBwmnm cuny npukasd PCTIOK Poccum ot 5 despans 2010 r. N 58
"O6 yTtBepxgeHun [lonoxeHns o MeTogax W cnocobax 3awuTbl uWHGoOpmMauumM B
MHAOPMALMOHHBLIX CUCTEMAaX NepCcoHarbHbIX AaHHbIX" (3aperncTpupoBaH MuHioctom Poccumn
19 pepansa 2010 r., pernctpauymoHHbii N 16456).

AunpexTop ®epepanbHON cnyxobl B. CenvH
MO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIO

3apeructpmpoBaHo B MuHiocte PO 14 maa 2013 r.
PernctpauunoHHsin N 28375

CocTtaB u cogepxxaHue
OpPraHU3auMOHHbIX U TEXHUYECKUX Mep No obecneyeHnIo 6e3onacHOCTU
nepcoHanbHbIX AAaHHbIX NPU X 06paboTke B MHPOPMALMOHHbLIX CUCTEMAX
nepCcoHanbHbIX AAaHHbIX
(yTB. npukaszom PepgepanbHON CNYXObl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIIO OT
18 dbeBpansa 2013 r. N 21)

. O6wme nonoxeHusa

1. Hactoswumin pokymeHT paspaboTtaH B COOTBETCTBMM C 4YacTebio 4 crtaten 19
depepanbHoro 3akoHa ot 27 utonga 2006 r. N 152-d3 "O nepcoHanbHbix gaHHbIX" (CobpaHue
3akoHogartenbctBa Poccunckon depepaumn, 2006, N 31, ct1. 3451; 2009, N 48, cT. 5716;
N 52, cT. 6439; 2010, N 27, cT1.3407; N 31, c1.4173, cT. 4196; N 49, cT1. 6409; 2011, N 23,
cT. 3263; N 31, cT1.4701) n ycTaHaBnvMBaeT COCTaB W coAepxaHue OpraHn3auuoHHbIX U
TEeXHMYECKnX mep no obecnevyeHno 6e€30MacHOCTM NepCcoHarnbHbIX AaHHbIX NPy X obpaboTke
B MH(OPMALMOHHBIX CUCTEMax MNepCoHarnbHbIX AaHHbIX (ganee - Mepbl No obecnevyeHuto
©e30MacHOCTM MepCcoHarnbHbIX AaHHbIX) AN KaXOoro M3 YPOBHEW  3alUMLLEHHOCTU
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nepcoHasnbHbIX AaHHbIX, YCTAHOBMEHHbIX B TpeboBaHMsaX K 3alWuTe nepCoHanbHbIX OaHHbIX
npy nx obpaboTtke B MH(POPMALMOHHBIX CUCTEMAX NepCOHalbHbIX OAHHbIX, YTBEPXKOAEHHbIX
noctaHoBneHvem [lpaButensctBa Poccuiickon ®Pepepaumm oT 1 Hoabpa 2012 r. N 1119
(Cobpanue 3akoHogaTtenbcTBa Poccurickon ®epepauum, 2012, N 45, cT. 6257).

Mepbl no obecneveHnto 6e30MacHOCTU MEPCOHarnbHbIX AAHHbBIX MPUHUMAKOTCS ANs
3alWnTbl NepcoHanbHbIX AaHHbIX OT HEenpaBOMEPHOrO WM CrAy4anMHOro AoCTyna K HUM,
YHUUTOXEHUS, N3MEHeHNs, GnokmpoBaHus, KONMpoBaHus, npegocTaBneHns,
pacnpocTpaHeHUs NepCoHarnbHbIX AaHHbIX, @ TakKe OT WHbIX HernpaBOMEpPHbIX OEWACTBUM B
OTHOLLIEHMM NEePCOHarbHbIX AAHHbIX.

B HacToswwemM JOKyMeHTe He paccMaTpuBaloTCs BONpockl obecnedeHnss 6e3onacHoCcTu
nepcoHanbHbiX AaHHbIX, OTHECEHHbIX B YCTAHOBMEHHOM MOpPSAKE K  CBELEHMUAM,
COCTaBMSAWMM rOCyJapCTBEHHYIO TaWHy, a TakkKe Mepbl, CBA3aHHble C MNPUMEHEHUEM
WwnpoBanbHbIX (KpynTorpaguyecknx) cpeacTs 3awmTbl MHOPMaL UK.

2. be3onacHOCTb NepcoHanbHbIX AaHHbIX Npu KX obpaboTke B MHGOPMAaLMOHHOWN
cUCTeEMe nMepcoHasibHbIX AaHHbIX (danee - WHMOPMaUMOHHas cuctema) obecneuvvmBaet
onepaTtop Unn nNuuo, ocyllecTenswowee obpaboTky nepcoHanbHbIX OAHHbIX MO MOPYYEHUIO
onepaTopa B COOTBETCTBMM C 3akoHoAaTenbcTtBOM Poccuickon ®egepaunn.

[ns BbinonHeHus paboT no obecnevyeHnto 6Ge30NacHOCTM NePCOHarbHbIX AAHHbBIX NPW
nx obpaboTke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuinckon depepauum MoryT npuerekaTbCsd Ha LOrOBOPHOM OCHOBE lOpUANYEcKOe nnuo
UNU  WHOMBMAOYaNbHbIN NpeanpuHMMaTesnb, UMEeKLWne NUUEH3NI0 Ha AesATenbHOCTb Mo
TEeXHMYECKOW 3alumnTe KoHpmnaeHUnansHoOn nHpopmaumn.

3. Mepbl no obecneyeHntio Ge30MacHOCTM NEepPCOHarnbHbIX AAHHbLIX peanu3ylTcs B
pamMKkax CUCTeMbl 3aliMTbl MNEepCOHanbHbIX AaHHbIX, CO34aBaeMOW B COOTBETCTBUM C
TpeboBaHusMM K 3alumMTe MNepCoHanbHbIX AaHHbIX Npy ux obpaboTke B MHGOPMALMOHHBIX
CUCTEMaX MNepcoHanbHbIX [AaHHbIX, YTBEPXAEHHbIMW nocTaHoBrneHvem [lpaBuTenscTBa
Poccuinckon ®depgepaunm ot 1 Hosa6ps 2012 1. N 1119, u AgomkHbl ObITb HanpaBneHbl Ha
HenTpanu3auuio aktyanbHbIX Yyrpo3 6€30nacHOCTN NepCoHanbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6e30MNacHOCTU NePCOHarbHbIX JaHHbIX peanuayoTcs B TOM
yucrne nocpeacTtBoOM MPUMEHEHUSS B MH(OPMAUMOHHOM CUCTEME CPeACcTB  3aluuThl
MHpopmauuK, npoleawmx B yCTaHOBNEHHOM MOpsiAke npoueaypy OLEHKM COOTBETCTBUS, B
crny4yasix, korga npuMeHeHne Takux cpefcTB HeobXxooMMO ANd HenTpanu3auumn akTyanbHbIX
yrpo3 6e30nacHOCTM NepCoHanbHbIX AAHHbIX.

FTAPAHT:

Hymepauusa nyHKTOB NPUBOAUTCA B COOTBETCTBUM C UCTOYHMKOM

6. OueHka 9(PEKTUBHOCTM peanu3OBaHHbIX B paMKax CUCTEMbl 3aluTbl
nepcoHanbHbIX faHHbIX Mep Mo obecneyeHuto 6e30nacHOCTU MNEepCOHasbHbIX AaHHbIX
NpoOBOOUTCA OMNepaTopoM CaMOCTOATENbHO UMW C MpuBMEYeHNeM Ha [OOroBOPHOW OCHOBE
IOpUONYECKNX NUL U MHOMBUAYaNbHbIX NpeanpuHMMaTtenen, WUMEKLWMX JMUEH3NI0 Ha
OCYyLLEeCTBMNeHNe OeATEeNbHOCTM N0 TEXHUYECKOW 3alimTe KOHpuaeHumansHon nHdgopmauuu.
YKkasaHHasi OLeHKa NPpOBOANTCS HE pexe ogHOoro pasa B 3 roga.

7. Mepbl no obecneveHnto 6e30MacHOCTU NEPCOHarbHbIX AaHHbLIX NpU nx obpaboTke B
rocyaapCTBEHHbIX WH(OPMALMOHHbIX CUCTEMax MNPUHUMAKTCA B  COOTBETCTBMM C
TpeboBaHMAMM O  3awmte  UHGOpMaLMK,  CcoAepXawencs B rocyaapCTBEHHbIX
MHAPOPMAUMOHHBLIX cucTemax, YycTtaHasnuBaembiMm OCTIOK Poccum B npegenax cBOUX
NOSTHOMOYMA B COOTBETCTBUM C 4YacTbio S5 ctaThn 16 PepepanbHOro 3akoHa OT 27 Mions
2006 r. N 149-©3 "O6 wHpopmaumn, WNHPOPMALMOHHBLIX TEXHOMOMMSAX M O 3awuTte
nHpopmauyun" (CobpaHue 3akoHogatTenoctea Poccuiickon ®enepaunn, 2006, N 31, ct. 3448;
2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).
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Il. CocTtaB u cogepxxaHue Mmep no obecnevyeHno 6€30MNacHOCTU NepPCoOHaNbHbIX AaHHbIX

8. B coctaB mep no obecneyeHnto 6e30MacHOCTU NEPCOHanbHbIX [aHHbIX,
peanuayeMbiXx B paMKax CUCTEMbl 3aLMTbl MNEPCOHAsbHbIX OAHHbIX C Y4ETOM aKTyarbHbIX
yrpo3 ©e30MacHOCTU NepcoHasribHbIX AaHHbIX W NPUMEHSEMbIX  MHGOPMALMOHHbIX
TEXHONOIMM, BXOAAT:

noeHTumkauma n ayteHTudmkaumsa cybbekToB AocTyna n 06bEeKTOB JOCTYNa;

ynpasneHue JOCTyrnom cybbekToB AoCTyna K o6bektam A0CTyna;

orpaHuyeHne nporpammMHoON cpeabl;

3aWmMTa  MalUMHHBIX HOocuTenem WHdopMaumm, Ha KOTOPbIX XpaHATca u  (1unu)
obpabaTbiBalOTCA NepcoHarnbHble AaHHble (danee - MalWHHbIE HOCUTENW MNepCOoHarnbHbIX
AaHHbIX);

pernctpauus cobbiTnin 6e3onacHoOCTy;

aHTUBMPYCHasN 3aLUnTa;

obHapyxeHue (NpeaoTBpaLLEHNE) BTOPXKEHUN;

KOHTPOIb (aHanu3) 3almLLEeHHOCTM NEPCOHanbHbIX AaHHbIX;

obecne4veHne LEeNOCTHOCTU NHAPOPMALIMOHHON CUCTEMBI N NEPCOHANbHbIX OAHHbIX;

obecneyeHne JOCTYNHOCTM NEPCOHarbHbIX AaHHbIX;

3awmTa cpenbl BUpTyanuaauum;

3almTa TEXHUYECKMX CPEACTB;

3awmTa MHPOpPMaLMOHHON CUCTEMbBI, €€ CPEACTB, CUCTEM CBA3M N Nepefayn AaHHbIX;

BbIsIBIeHNE MHUMOEHTOB (OAHOro COObLITUA MM rpynnbl cOBbITUI), KOTOpble MOryT
NPUBECTM K COOAM MM HapyLIEHNO PYHKLUNMOHMPOBaAHMS MHAOPMALMOHHOW CUCTEMbI U (UNn)
K BO3HMKHOBEHMIO Yrpo3 6e30MacHOCTM MepCOoHanbHbIX OaHHbIX (fanee - WHUWAOEHTbI), U
pearmpoBaHue Ha HUX;

ynpaBneHne KoHdurypaunen uHPOPMaLUMOHHON CUCTEMbI M CUCTEMbl 3aLUTbI
nepcoHanbHbIX AaHHbIX.

CocTtaB 1 cogepxaHme mep no obecnevyeHno 6€30MacHOCTM NepPCOHanbHbIX AAHHbIX,
HeobOxoauMbIX Ans obecneyeHus Kaxgoro M3 YPOBHEW 3alMUEHHOCTU MEePCOHanbHbIX
AaHHbIX, MPMBEAEHbI B MPUMOXEHUN K HACTOSILLLEMY AOKYMEHTY.

8.1. Mepbl No MaeHTUUKaUUM N ayteHTudmkaumm cybbLEeKToB AOCTyna U 00bLEKTOB
AocTyna OormkHbl obecneymBaTb NpMCBOEHME CyObekTaM n o6bekTaM OCTyna YHUKanbHOro
npusHaka (ngeHtudukatopa), CpaBHEHNE NpeabsBnsemMoro cyobektom (06beKTOM) gocTyna
noeHTugukaTopa C nNepevyHeM MNPUCBOEHHbIX, WOEHTU(MUKATOPOB, a TaKke MNpPOBEPKY
NPUHAONEXHOCTM CyObekTy (00BbEKTy) AOCTyna NpeabsBEHHOr0 MM  uaeHTudukaTopa
(noaTBepxaeHne NOLAMHHOCTK).

8.2. Mepbl no ynpaBneHuio A0CTynoM cybbekToB [OcTyna K obbektam JocTtyna
OOMMKHbI obecneunBaTb ynpaBreHWe npaBaMv U NpuBUNerMsaMuM cyobekToB [OCTyna,
pasrpaHuMyeHne goctyna cybbekToB gocTyna K o6bekTtaMm JOCTyna Ha OCHOBE COBOKYMHOCTU
YCTaHOBMEHHbIX B MHAOPMALUMOHHOW CUCTEME MpaBWUSl pas3rpaHUYeHust OOCTyna, a Takke
obecneunBaTb KOHTPOMb 3a COGMOAEHMEM 3TUX NpaBuUI.

8.3. Mepbl N0 orpaHMYeHN0 NPOrpaMMHON cpeapbl AOMKHbI obecnevmBaTb YCTAaHOBKY U
(vnn) 3anyck TOMbKO pa3pelleHHOro K WCNoSMb30BaHMI B WH(OPMAUWNOHHOW cucteme
nporpamMmmMHoOro obecneyeHnss N UCkKYaTb BO3MOXHOCTb YCTAHOBKM M (MnM) 3anycka
3anpeLLeHHOro K NCnosib30BaHU0 B MHPOPMAaLMOHHOM CUCTEME NPOrpaMmMHOro obecneyeHus.

8.4. Mepbl no 3awWmMTe MaLUMHHbIX HOCUTENEen nepcoHanbHbIX AaHHbIX (CpencTB
06paboTkn  (XpaHeHWs1) NepcoHanbHbIX AaHHbIX, CbEMHbIX MAaLUUHHBbIX HOCUTEneun
nepcoHanbHbIX AAaHHbIX) OOSMKHbI UCKOYaTh BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTyna
K MalWWHHBbIM HOCUTENAM W XPaHAWMMCS Ha HUX MNEepCcoHanbHbIM OaHHbIM, a TakKke
HEeCaHKLMOHNPOBAHHOE MWCMNOMb30BaHNE CbEMHbIX MaLUMHHbIX HOCUTENEen nepcoHarbHbIX



AaHHbIX.

8.5. Mepbl no perucTpaumm cobbiTvin GesonacHoOCTM OOSKHbl obecneymBaTb cbop,
3anncb, XpaHeHne 1 3awmTy MHopMaumMm o cobbiTnax 6e3onacHoCTn B MHOPMALMOHHOM
cUCTeMe, a Takke BO3MOXHOCTb MPOCMOTPA U aHanusa UHopMauun O Takux cobbITUAX U
pearmpoBaHue Ha HUX.

8.6. Mepbl no aHTMBMPYCHOW 3awuTe [OIMkHbl obecnednBaTb OOHapyXeHue B
WH(POPMALMOHHON CUCTEME  KOMMbIOTEPHbIX MporpaMm nnMbo  MHOW  KOMMbIOTEPHOM
MHopmauuu, npegHasHa4YeHHOM A1 HECAHKUMOHMPOBAHHOMO YHUYTOXEHNS, BrIoKMpoBaHus,
Moandukauum, KOnUpoBaHUS KOMMbIOTEPHOM MHGOPMAaLMUM UKW HenTpanusauun cpencTts
3aWwunTbl MHpopMauun, a TaKke pearmpoBaHue Ha OOGHapyXeHue 3dTUX nporpamMm U
MHdOpMaUuK.

8.7. Mepbl Nno obHapyxeHuto (NpeaoTBpaLLEHNIO) BTOPXEHUA O0SMKHbI obecnevmBaTtb
obHapyxeHne  OencTBum B WHPOPMALIMOHHON  cUcTeMe, HanpaBneHHbIX  Ha
HECaHKUMOHMPOBAHHbLIN  AOCTYyNn K  WHoOpMauun, chneumanbHble  BO3OEUCTBUSA  Ha
WHPOPMALUMNOHHYID cuUcTeMy W (UNM) nNepcoHaribHble [aHHble B Uensx JoObliBaHuS,
YHUMTOXEHUSA, UCKaXKEeHUA 1 BroknpoBaHuUs OOCTyNa K MepCoHanbHbIM OaHHbIM, a Takke
pearmpoBaHue Ha 3TU AeNCTBUS.

8.8. Mepbl no KOHTpornto (aHanusy) 3alULWLEHHOCTU NepCOHanbHbIX OaHHbIX OOKHbI
obecnevnBaTb KOHTPOSb YPOBHS 3alUULLEHHOCTU NepCoHasnbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
B MH(OPMaALMOHHON cCUCTEME, MyTeM [MPOBEAEHNA CUCTEMATUYECKUX MePONpUATUA Mo
aHanuasy 3almLEeHHOCTU MHGOPMALMOHHOM CUCTEMbBI U TECTUPOBaHMIO paboTocnocobHOCTM
CUCTEMBbI 3aLLUMTbl NEPCOHAasbHbIX AAHHbIX.

8.9. Mepbl no obecneyeHuo UENOCTHOCTU WUHAPOPMALNOHHOM CUCTEMBbI WU
nepcoHasnbHbIX AaHHbIX AOIMKHbI obecneunBaTtb obHapyxeHue dakToB
HECaHKUMOHUPOBAHHOIMO  HapyLeHust  UerloCTHOCTU  MH(OPMALMOHHOM  CUCTEMBI U
coAaepXallumMxcs B HeW nepcoHanbHblX AaHHbIX, a Takke BO3MOXHOCTb BOCCTAHOBMEHMS
MHOPMALNOHHOM CUCTEMBI N COAEPKALLMXCSA B HEN NEPCOHasbHbIX AaHHbIX.

8.10. Mepbl no obecneyeHMto OOCTYMHOCTU MNEPCOHAanbHbIX AaHHbIX OOSMKHbI
obecneynBaTb aBTOPM3OBaHHbLIA AOCTYN MONb30BaTeNen, MMerLWux npasa no JocTyny, K
nepcoHanbHbIM AaHHbIM, COAepXallMMcs B MHGOPMALIMOHHON CUCTEME, B LUTATHOM pexume
PYHKLUMOHNPOBAHUSA UHAPOPMALMOHHOW CUCTEMBI.

8.11. Mepbl no  3awute  cpegbl  BUpTyanu3aumm  OOSMDKHbl  UCKNKOYaTb
HeCaHKLMOHUPOBAHHbIN JOCTYN K NePCOHasbHbIM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYyasibHOM
NHPACTPYKTYPE, U K KOMNOHEHTAM BUPTYyarbHON MHAPACTPYKTYpbl U (MNK) BO3AENCTBME Ha
HUX, B TOM 4uCre K CpeacTBaM YyrnpasreHus BUPTYarnbHOW WHAPACTPYKTYPOWU, MOHUTOPY
BUPTYyanbHbIX MaWwWH (TMNepBU3opy), CUCTEME XpaHEHUs [AaHHbIX (BKMOYas CcucTemy
XpaHeHus1 o6pas3oB BUPTYanbHOW WHAPACTPYKTYpbl), CETU nepedavn [OaHHbIX 4epes
3ANieMeHTbl BUPTYyanbHOW uUnu U3NYecKon UHAPPaCTPYKTYpbl, FOCTEBLIM OMNepaunoHHbIM
cuctemam, BUPTyanbHbIM - MalwmHam  (KOHTEMHepaM), CUCTEME W CeTU pennimkauuu,
TePMUHanbHbIM U BUPTyarbHbIM YCTPOMUCTBAM, @ TaKkKe CUCTEME Pe3epPBHOrO KOMMPOBaHUSA U
co3faBaeMbIM €H0 KOMUSIM.

8.12. Mepbl no  3awnTe  TEeXHUYECKUX  CpeacTB  OOSMKHbl  UCKIYaTb
HeCaHKLNOHNUPOBAHHbLIN aoctyn K CTauMOHapHbIM TEXHUYECKUM cpencteam,
obpabaTbiBalOLLNM nepcoHanbHble OaHHble, cpencTeam, obecneunBaoLLnM
PYHKUMOHUPOBaHNE MHGPOPMALMOHHON CcUCTeMbl (danee - cpeactBa obecnevyeHus
PYHKUMOHNPOBAHMS), U B MOMELLEHUS, B KOTOPbIX OHW MOCTOSHHO PacnofiOXeHbl, 3aluTy
TEXHUYECKUX CPEeACTB OT BHELLUHMX BO3OENCTBUW, @ Takke 3almuTy NepCoHasnbHbIX AaHHbIX,
npeacTaBnNeHHbIX B BUAE NMH(POPMAaTUBHbBIX NTEKTPUYECKUX CUTHAMNOB 1 PU3NYECKMX MONEN.

8.13. Mepbl no 3awute UMHAPOPMALMOHHOM CUCTEMbI, €e CPeAcTB, CUCTEM CBHA3U U
nepegayvM AdaHHbIX  OOMKHbI  obecneuvBaTb  3aWMTy MNEPCOHAsbHbIX [aHHbIX  NpU



B3aMMOOENCTBUN MHGPOPMALMOHHOMW CUCTEMbI UMM €€ OTAENbHbIX CEerMEHTOB C MHbIMU
WH(POPMALMNOHHBIMX  cUCTEMaAMU U MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM
nocpeacTBOM NPUMEHEHUST apXUTEKTYPbl MHAPOPMALMOHHON CUCTEMbI U NPOEKTHBLIX PELLEHWUNA,
HanpaBreHHbIX Ha obecneyeHne 6e30MacHOCTU NePCoHarbHbIX AAaHHbIX.

8.14. Mepbl NO BbIABNEHNIO WHUMOEHTOB M pearmpoBaHM0 Ha HUX OOSDKHbI
obecneunBatb OOHapyxeHue, naeHTUUKaumio, aHanns WHUMOEHTOB B MHGOPMAaLMOHHON
CcUCTEME, a TakKe NPUHATUE MeP NO YCTPaHEHUIO U NpeaynpeXxaeHnio MHUNOEHTOB.

8.15. Mepsbl no ynpaeBneHuto KoHdurypaunen nHpopMaunoHHON CUCTEMbI U CUCTEMbI
3aWnTbl MEPCOHarnbHbIX [OaHHbIX OOIMKHbI oGecneynmBaTtb ynpaBfeHWe W3MEHEHUSIMU
KOHdUrypaumm WHGPOPMaLMOHHONW CUCTEMbI U CUCTEMbl 3alUMTbl NEPCOHAsbHbIX OaHHbIX,
aHanu3 noTeHUManbHOro BO3AEUCTBUS MNMIAHUMPYEMbIX M3MEHEHUA Ha obecneyeHne
6e30nacHOCTM NepcoHarnbHbIX JAaHHbIX, @ Takke JOKYMEHTUPOBaHMUE 3TUX U3MEHEHUN.

9. Bboibop Mep no obecneyeHno 6e30nNacHOCTN NepPCoHarnbHbIX AaHHbIX, NOANEeXaLlnx
peanu3auun B MHGPOPMALMOHHOM CUCTEME B pamMKaxX CUCTEMbl 3aLMTbl NEepCOHanbHbIX
AaHHbIX, BKITHOYaEeT:

onpeaeneHne 6asoBoro Habopa mep no obecneyeHto 6e30MacHOCTM NEePCOHanNbHbIX
AaHHbIX ONs  YCTAHOBMEHHOINO YPOBHS  3alUMLLEHHOCTM MNEpPCOHasbHbIX AaHHbIX B
cooTBeTCTBUN C Ba3oBbIMM Habopamn mep no obecrneyeHnto 6e30MacHOCTU NEPCOHaNbHbIX
AAHHbIX, MPMBEAEHHbIMU B MPUMNOXEHUN K HACTOSLLEMY OOKYMEHTY;

agantauuio 6asoBoro Habopa mep no obecneyeHuto 6e30MacHOCTU MEePCOHaNbHbIX
AAHHbBIX C Y4€TOM CTPYKTYPHO-(PYHKLUMNOHANbHbBIX XapakTepPUCTUK MHPOPMALMOHHON CUCTEMBI,
MHAPOPMALMOHHBLIX  TEXHOMOMMN, OCOBEHHOCTEN  (PYHKUMOHMPOBAHUSA  MHGOPMaLMOHHOM
CUCTEMBI (B TOM YmCe UCKIoYeHne n3 6azoBoro Habopa mep, HENOCPEACTBEHHO CBA3aHHbIX
C MHPOPMALMOHHBIMU TEXHOMOMUSIMU, HE UCNOSNb3yEeMbIMU B MH(DOPMALMOHHON CUCTEME, UMK
CTPYKTYPHO-(PYHKLMOHANbHLIMU XapakTepUcTMKaMu, He CBOWCTBEHHbIMU MHGOPMAaLMOHHOM
cucteme);

yTOYHEeHne aganTtupoBaHHoOro 6asoBoro Habopa mep no obecneyeHnto Ges3onacHOCTH
nepcoHasnbHbIX JaHHbIX C Y4ETOM He BblOpaHHbIX paHee Mep, NPUBELAEHHbIX B NMPUNOXKEHUN K
HacTosILLEMY [OKYMEHTY, B pe3ynbTaTte 4Yero onpeaensitotcs Mepbl no obecneyeHuto
6e30nacHOCTM NepCoHanbHbIX AaHHbIX, HAaNpaBreHHblIe Ha HENTPanM3aumio BCeX akTyarbHbIX
yrpo3 6e30nacHOCTM NePCOHarnbHbIX 4aHHbIX AN KOHKPETHOM MHGOPMAaLMOHHON CUCTEMDI;

AOMNOSTHEHME YTOYHEHHOro aganTupoBaHHOro 6aszoBoro Habopa mep no obecneyeHuto
Ge3onacHOCTM  MepCoHanbHbIX  AaHHbIX  Mepamu, obecneymBalOWMMN  BbINONIHEHNE
TpeboBaHUN K 3alimMTe NepcoHarnbHbIX AaHHbIX, YCTAHOBMEHHbIMW WHBIMW HOPMAaTUBHbLIMU
npaBoBbIMM akTamMy B obnactu obecnedyeHuss 6e30NaCHOCTM MNEPCOHAsNbHbIX AaHHbIX W
3aWmTbl MHopMaumn.

10. MNpn HEBO3MOXHOCTU TEXHMYECKOW peanunsaumm oTaeribHbIX BblOpaHHbIX Mep Mo
obecneyeHnto 6e30NacHOCTU NEepPCOHamnbHbIX [aHHbIX, @ TaKKe C Yy4eTOM 3KOHOMWUYECKOM
uenecoobpasHoOCTM Ha 3Tanax apganTtauum ©6asoBoro Habopa mep M (UNK) YyTOYHEHMS
aganTupoBaHHOro 6a3oBoro Habopa mep MoryT paspabaTbiBaTbCs UHblE (KOMMEHCUPYIOLLNE)
Mepbl, HanpaBfeHHble Ha HeWTpanM3aumio akTyarnbHbIX yrpo3 6e30nacHOCTM NepCOHanbHbIX
AAHHbIX.

B atom cnyyae B xoae pa3paboTky CUCTEMbI 3aLUTbl NEPCOHANbHbLIX AaHHbLIX OOMKHO
OblITb nNpoBeAeHO OOOCHOBaHME MNPUMEHEHUA KOMMEHCUpYLWNX Mep Ans obecnedeHus
6e30nacHOCTM NepCcoHanbHbIX AaHHbIX.

11. B cnyyae onpegeneHnsas B COOTBETCTBMM C TpeboBaHuaMM K 3awmTte
nepcoHanbHbIX Npu Mx obpaboTke B MHEMOPMALMOHHBIX CUCTEMAxX MepCoHarnbHbIX OAHHbLIX,
yTBEPXAEHHbIMU rocTaHoBneHnem [lpaButensctBa Poccuinckon depepauum ot 1 HoA6pa
2012 r. N 1119, B kayecTBe akTyasnbHbIX Yyrpo3 6€30nacHOCTN NepcoHanbHbIX AaHHbLIX 1-ro n
2-r0 TMNOB [AONOSMHUTENBHO K Mepam no obecneyeHuto ©6e30NacHOCTM NEePCOHanbHbIX
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AaHHbIX, YKa3aHHbIM B MyHKTe 8 HaCTOAWEro JOKYMeHTa, MOryT NpPUMEHATLCA cregyowime
Mepbl:

npoBepka CUCTEMHOIO M (MnW) MNPUKIAAHOrO MPOrpaMMHOro obecneyeHus, BKo4vas
NPOrpaMMHbIN Ko, Ha OTCYTCTBME HeOeKNnapupoBaHHbLIX BO3MOXHOCTEN C MUCMOMb30BaHNEM
aBTOMATU3NPOBAHHbIX CPEACTB U (Unn) 6e3 NCNoNb30BaHUS TAKOBbIX;

TeCcTUpoBaHUe NH(POPMALNOHHON CUCTEMbI HA NPOHUKHOBEHUS;

ncrnonb3oBaHMe B MHAOPMAUMOHHOW CUCTEME CUCTEMHOro M (Mnu) nNpuknagHoro
nporpamMmmMHoro obecrneyeHns, pa3paboTaHHOro ¢ UCMONb30BaHMEM METOAOB 3alUMLLEHHOMO
nporpaMmMupoBaHuS.

12. lNpu wncnonb3oBaHUM B WMHGOPMALMOHHBIX CUCTEMAxX CepTUOUUMPOBAHHLIX MO
TpeboBaHnAM 6e3onacHOCTM MHOPMaLMK CPEACTB 3aLmTbl MHhopMaLmn:

a) onsa obecneyeHns 1 M 2 ypOBHEW 3aWMLEHHOCTU MNEepPCOHasnbHbIX OaHHbIX
NPUMEHSIOTCS:

CpeAcTBa BbIYUCIIUTENBHOM TEXHUKM HE HUXe 5 Knacca;

cucTeMbl OBHapyXeHUs1 BTOPXEHUA U CpeacTBa aHTMBUPYCHOW 3aluTbl He Huxke 4
Knacca;

MeXceTeBble 3KpaHbl He HMXe 3 Kracca B criydae akTyanbHOCTWU yrpo3 1-ro unm 2-ro
TMNoB nnm B3auMOOenCcTBUs MHGOpPMaLMOHHON CUCTEMBI o}
MHPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMUA  CETAMU  MEXAYHaApOOHOro WHGOPMaLVNOHHOIo
obMeHa 1 MexceTeBble 3KpaHbl He HWXKe 4 Krnacca B Criydyae akTyarbHOCTU yrpo3 3-ro tuna u
OTCYTCTBUSA B3anMOEeNCTBUS NHOPMaLIMOHHON cucTeMbI c
NHPOPMALNOHHO-TENEKOMMYHUKAUNOHHBIMU  CETAMU  MeXOyHapoO4HOro MHEAOPMaLMOHHOIo
oOMeHa;

6) onsa obecneyeHns 3 ypoBHS 3aLLULLIEHHOCTU NEPCOHANbHbIX AaHHbIX NPUMEHSAIOTCS:

cpencTBa BblYUCINTESNBHON TEXHUKM HE HWXKe 5 Knacca;

CUCTEMbI OBHapYXXeHUs1 BTOPXEHUA UM CPeacTBa aHTMBUPYCHOM 3awuTbl HE Huxe 4
Knacca 3awuTbl B Criydae akTyanbHOCTM Yrpo3 2-ro Tuna wnin B3auMOLEWCTBUS
WH(POPMALUUNOHHON  cUCTEMbI C  MH(OPMaUMOHHO-TENEKOMMYHUKALUMOHHBIMU  CETAMM
MeXOyHapoOHOro WHGOPMaUNOHHOIO OBMeHa ¥ cUCTeEMbl OOHapYXXeHUst BTOPXKEHUNA WU
CpeAcTBa aHTMBMPYCHOW 3alUMTbl HE HMXe 5 Knacca 3awuTbl B Criydae akTyanbHOCTU yrpo3
3-ro TMma W OTCYTCTBMS  B3aUMOAENCTBUS  WH(POPMALMOHHOW  CUCTEMBbI  C
NHPOPMAaLNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETSMU  MeXOYHapo4HOro MHAOPMAaLMOHHOIo
oOMeHa;

MEeXCeTeBble 3KpaHbl HE HMXe 3 Knacca B Crlydae akTyanbHOCTM Yrpo3 2-ro tuna unum
B3anMOAeNCTBMS MHEPOPMALMOHHON CUCTEMbI C MHAPOPMALNOHHO-TENTEKOMMYHUKALMOHHBIMMA
CeTaMM MeXOyHapo4HOro WHGOpPMaUMOHHOIO OBMeHa M MeXceTeBble 3KpaHbl He Huxke 4
Knacca B Crydae akTyanbHOCTM Yrpo3 3-ro TMna WM OTCYTCTBMS B3auMOOEWCTBUSA
WHPOPMALNOHHOM  CUCTEMBI  C  UHAOPMALNOHHO-TENEKOMMYHUKAUUOHHBIMU  CETAMU
MeXayHapogHoro MHopmaLmMoOHHOro obmeHa;

B) 4ns obecneyeHuns 4 ypoBHS 3aLULLEHHOCTU NEePCOHaNbHbIX AAaHHbBIX MPUMEHSIOTCS:

CpencTBa BblYUCINTESNBHON TEXHUKM HE HMXKE 6 Knacca;

CUCTEMbI OBHapyXeHust BTOPXKEHUA U CpeacTBa aHTMBUPYCHOW 3alinTbl HE HUXe 5
Knacca;

MexceTeBble 3KpaHbl S kracca.

Ona obecneyeHns 1 1 2 ypoBHEN 3alLMLLEHHOCTM MEPCOHAarbHbIX OAHHbIX, a TaKke
ana obecneyeHns 3 ypOBHSA 3aLUULLEHHOCTU MEPCOHanbHbIX OAHHbIX B UH(OPMAaLNOHHbIX
cucTemax, A58 KOTOPbIX K akTyanbHbIM OTHECEHbI Yrpo3bl 2-ro Tuna, NpUMEHSATCA cpeacTea
3aWnTbl UHCpOpMaLUK, NporpammMHoe obecneveHme KOTOPbIX MPOLUSIO MPOBEPKY HE HMXKE YeM
No 4 ypOBHIO KOHTPOSSA OTCYTCTBUSA HEOEeKNapupoBaHHbIX BO3MOXHOCTEWN.

13. lMpun uncnonb3oBaHUM B MH(POPMALMOHHBIX CUCTEMAX HOBbIX MHE(OPMAaLMOHHBLIX



TEXHOMNOMMMN M BbISIBIEHUM AOMNOSHUTENBbHbBIX yrpos3 6e3onacHocTn nepcoHarnbHbIX AOaHHbIX,

ANs  KOTOPbIX He onpeaeneHbl Mepbl obecnevyeHnss wux 6Ge3onacHOCTH,

OOJDKHbI

pa3pa6aTb|BaTbc9| KOMIMeHcunmpywouwmne mMepbl B COOTBETCTBUU C TMYHKTOM 10 HacToswwero

AOKYMEHTa.

Mep no obecneyeHuto 6GesonacHocTn nepcoHasrbHbIX AaHHbIX, HeobxoauMbIX AN

CocTtaB u coagepxxaHue

MpunoxeHune
k CocTaBy n cogepxaHuio

OpraHu3auMOHHbIX U TEXHUYECKUX Mep Nno
obecne4vyeHUo 6e30MacHOCTU NepPCcoHarnbHbIX
AaHHbIX NpU nx oopadoTke B MHOPMALMOHHbIX
cucTemMax NnepcoHarnbHbIX AAaHHbIX

obecneyeHust Kaxkgoro us ypOBHeﬁ 3alWULLEeHHOCTU NepCoHallbHbIX AaHHbLIX

YcnoBHoe

o6o3HavyeH

ne n Homep
Mepbl

CopepxaHue mep no obecneveHuto 6e3onacHoCTu
nepcoHanbHbIX AaHHbIX

YPpOBHMU

3aLMLLEHHOCTH
nepcoHarnbHbIX

JaHHbIX

41321

I. UpenTudpmkauma v ayteHTudmkaumns cyoekros goctyna n oo6vekros goctyna (MAD)

NAD.1

MoeHTudukaums n ayTeHTugukaums nonb3osaTenen,
aBnaowmxcs paboTHMKamm oneparopa

+ |+ | +

+

NAD.2

WoeHTndukauma n ayteHTuukauma yCTpomcTs, B TOM
yucne CTaumoHapHbIX, MOBUBHBLIX 1 NOPTATUBHBLIX

=+

+

NA®.3

YnpasneHue ngeHtumnkaTtopamm, B TOM Ymcre
CcO3JaHue, NPUCBOEHUE, YHUYTOXEHNE NOEHTUUKATOPOB

NAD .4

YnpasneHue cpegcrsaMmu ayteHTUdMKauumn, B TOM Ymcne
XpaHeHue, Bblgaya, nHuumnanusaund, 6rokmposaHme
cpeacTB ayTeHTUDMKALMKN U NPUHATME MepP B Cryvae
yTpaTtbl 1 (MNKn) KOMNpPOMeTauun cpeacTs
ayTeHTuunkaumm

NAD.5

3awuTa obpaTHOM CBA3N Npu BBOAE
ayTeHTUUKaUMoHHOM MHopMaLmn

NAD.6

WpoeHTndpukaumna n ayteHTUuKauma nonb3oBartesnien, He
ABNAOLLMXCA paboOTHUKaMKM onepatopa (BHELLHUX
nonb3oBaTesnien)

Il. YnpaBneHue aoctynom cyb6bLeKToB focTyna K oobekram aoctyna (YMNQ)

yna.

YnpasneHue (3aBegeHne, aktusauusi, 6rokMposaHmne m
YHUUTOXEHNE) YH4ETHBIMM 3annUcsamMu nonb3oBaTtenen, B
TOM YMUCIEe BHELLHUX NOSib3oBaTenemn

+ |+ | +

yna.2

Peannsauunsa HeobxogMMbIX METOO0B (OUCKPELIMOHHBIN,
MaHAaTHbIN, POSIEBOM UMW MHOW MeTo[), TUNOB (Y4TeHue,
3anucb, BbIMOSHEHNE UM MHOW TUMN) U NpaBui
pasrpaHuyeHus gocryna

yna.3

YnpasneHue (punbtpayuns, MapLupyTnsawmsi, KOHTPOsb




COeaVHeHU, OQHOHanpaBrieHHas nepegada n uHble
cnocobbl yrnpasneHus) MHPOPMaLUMOHHLIMU NOTOKaMM
Mexay ycTponcTBamMu, cerMeHTamm MHOoOpMaLMOHHON
CUCTEMBI, a TaKKe Mexay MHPOPMaLMOHHbIMU
cucTemamm

yna.4

PasgeneHue nonHomounn (posien) nonb3oBaTenen,
aAMWHNCTPATOPOB 1 Nu1u, obecneymBaoLLmnx
PYHKLUMOHUpOBaHNE MHPOPMaLMOHHON CUCTEMbI

yna.s

HasHaveHne MruHMManbLHO HeoBXoauMbIX NpaB m
npvBUnerun norb3oBaTensm, agMmmHmucTpaTopam u
nvuam, obecneymnsaroLMM PyHKLUMOHMPOBaHUE
MHGOPMAaLMOHHOW CUCTEMBI

yrnpa.e

OrpaHuyeHre HeycneLlHbIX MONbITOK BXOAa B
NHPOPMALUMOHHYIO cUcTeMy (gocTyna K
MHPOPMALMOHHON CUCTEME)

YNO.7

MpeaynpexaeHne nonb3oBaTens Npu ero BXoae B
NHOPMALMOHHY CUCTEMY O TOM, YTO B
MHOPMaLMOHHON CUCTEME peann3oBaHbl Mepbl NO
obecneyveHnto 6e30nNacHOCT NEPCOHarnbHbIX AAHHbIX, U O
HeobxoaMMOCTN cobnaeHNst YCTaHOBMEHHbIX
oneparopom npasun 06paboTkn NepcoHanbHbIX JaHHbIX

yna.8

OnoBelLeHVe Nonb3oBaTens Nocne ycrewHoro Bxoaa B
MHOPMAaLMOHHYIO CUCTEMY O ero npeabiayLemM Bxoae B
MHPOPMALIMOHHYIO CUCTEMY

yna.9

OrpaHnyeHne ymcna napannenbHbiX CeaHCoB AoCTyna
AN KaXKAoW y4eTHOW 3anucu nosib3oBaTens
MHGOPMAaLMOHHOW CUCTEMBbI

YNOA.10

BnokuposaHue ceaHca goctyna B MHPOPMaLMOHHYIO
CMCTeMy nocre yCTaHOBNEHHOro BpeMeHun 6e3aencTansg
(HeaKTMBHOCTW) NONb30BaTENS UMK MO ero 3anpocy

yna.11

PaspelueHue (3anpeT) 4encTemi Nonb3oBaTenen,
paspeLLeHHbIX 40 AeHTUdUKaUMM n ayteHTudmKaumm

yna.12

Mopoepxka n coxpaHeHue atpmbyToB 6e30nacHOCTM
(MeTOK Be30MacHOCTM), CBA3aHHbLIX C MHGOpPMaLmen B
npouecce ee xpaHeHust 1 06paboTkn

yna.13

Peanunsaums 3awuiLeHHOro yaaneHHoro gocTtyna
cybbeKTOB gOCTyna K 06bekTaM AocTyna Yepes BHELLHME
NHOPMaLNOHHO-TENEKOMMYHMKALMOHHbIE CETU

yna.14

PernameHTaumsi n KOHTPOSb UCNOSIb30BaHUS B
NHOPMaLMOHHON cucTeMe TexHonormi 6ecnpoBoaHOro
goctyna

yrna.1s

PernameHTaums 1 KOHTPOIb UCMOMb30BaHUS B
MHPOPMALIMOHHON cUCTEME MOBUIBHBIX TEXHUHYECKUX
cpeacTs

yna.16

YnpasneHne B3anMogencTBMeEM C MHOPMaLMOHHbLIMMN
cYcTeMamMu CTOPOHHUX OpraHu3auuin (BHeLIHne
MH(POPMaALNOHHbIE CUCTEMDI)

ynp.7

ObecneyeHne [OBEPEHHOM 3arpy3kn CpeacTB
BbIYMCINTENBbHOW TEXHUKM




lll. OrpaHnyeHune nporpammHoun cpeabl (OMNC)

oric.1 YnpasneHue 3anyckom (obpalieHMsiMn) KOMNOHEHTOB
nporpamMmmHoro obecneveHusi, B TOM Yncrne onpegenexHme
3anyckaeMbiX KOMMOHEHTOB, HAaCTPOVika NapamMeTpoB
3anycka KOMMNOHEHTOB, KOHTPOSb 3a 3anyCKOM
KOMMOHEHTOB NpOrpammMHoro obecnevyeHus

oric.2 YnpaeneHune yctaHOBKOW (MHCTanNsiumMemn) KOMNOHEHTOB
nporpammMHoro obecrneveHus, B TOM Y1cne onpegeneHve
KOMMOHEHTOB, noAsiexaliynx ycTaHoBKe, HacTponka
napamMeTpoB YCTaHOBKMN KOMMOHEHTOB, KOHTPOJb 3a
YCTaHOBKOW KOMMOHEHTOB NporpammMHoro obecnevyeHus

oric.3 YcTaHoBKa (MHCTanNaumnsa) TONbKO paspeLLleHHOro K
NCMNonb30BaHMIO NPOrpaMMHOro obecnevyeHns n (Mnn) ero
KOMMOHEHTOB

orc.4 YnpaBneHne BpeMeHHbIMN hannamm, B TOM Yncne
3anperT, paspelueHune, nepeHanpasneHne 3anucu,
yOaneHne BpeMeEHHbIX hannos

IV. 3awmra MaWMHHbIX HOCUTENnen nepcoHanbHbIX AaHHbIX (3HN)

3HN .1 YyeT MalUMHHbIX HOCUTENEeN NepCoHanbHbIX AaHHbIX

3HWN.2 YnpaBneHne JOCTYNOM K MalLUMHHbLIM HOCUTENAM
nepcoHanbHbIX JaHHbIX

3HN.3 KoHTponb nepemeLyeHns MalMHHbIX HOCUTENen
nepcoHarnbHbIX JaHHbIX 32 Npeaerbl KOHTPONMpyeMon
30HbI

3HN.4 MckntoveHne BO3MOXHOCTU HECaHKLMOHMPOBAHHOIO

03HaKOMIEHUS C CoAep)KaHMeM NepcoHarnbHbIX AaHHbIX,
XPaHSILLMXCSA Ha MaLUUHHBIX HOCUTENsAX, U (Mnn)
MCMNONb30BaHUS HOCUTENEeN NepcoHarnbHbIX AaHHbIX B
NHbIX MHOPMALMOHHbIX CUCTEMAaX

3HN.5 KoHTponb ncnonb3oBaHus nHTepdencos BBoaa (BbiBoga)
MHOPMaUUKN HA MaLLUMHHbBIE HOCUTENWN NePCOHanbHbIX
AaHHbIX
3HN.6 KoHTponb BBOAA (BbiBOAA) MHPOPMaLIMN HA MALLMHHbIE
HOCUTENN NepCoOHanbHbIX JaHHbIX
3HN.7 KOHTpOrnb nogkmo4YeHna MallnHHbIX HOCUTenen
nepcoHanbHbIX JaHHbIX
3HN.8 YHUYTOXEHME (CTUpaHue) unm obesnmymaHue +

nepcoHaribHbIX aHHbIX HA MaLlUUHHbIX HOCUTENAX NpU UX
nepegade mMexay nornib3osartesndamMmuy, B CTOPOHHUE
opraHmnsauumn ana pemMoHTa unm ytunmidauunm, a Takke
KOHTPOJ1b YHUYTOXEHUA (CTI/IpaHI/IFI) nnn obesnnynBaHns

V. Peructpaumnsa cobbitum 6esonacHoctu (PCb)

PCB.1 OnpeaeneHne cobbiTuin 6e3onacHOCTU, Nognexalumnx + +
perucTpaunm, 1 CPOKOB UX XpPaHEHNSA
PCB.2 OnpepneneHne coctaBa 1 cogepaHms MHdopmaumm o + +

cobbITnAX 6e30nacHOCTM, Nognexalimx perncTpaunm

PCB.3 C6op, 3anncb 1 xpaHeHme nHopmaLmm o cobbITUAX + +




6e3onacHOCTN B TeYEHME YCTaHOBIIEHHOIO BPpEMEHM
XpaHeHUsi

PCb.4

PearnposaHue Ha cbou npu pernctpaumm cobbiTum
Ge3onacHOCTK, B TOM YMcCne annapaTtHble U NporpaMMHble
owmnbkn, cbon B MexaHuamax cbopa nHdopmauum un
OOCTUMXXEHME npefena unu nepenonHeHms obbema
(eMKoCTW) NnamMaTH

PCB.5

MoOHUTOPUHI (NPOCMOTP, aHanun3) pesynbLTaToB
perncTpauumn cobbiTun 6e3onacHOCTU U pearMpoBaHme Ha
HUX

PCB.6

"eHepupoBaHME BPEMEHHbBIX METOK U (M)
CUHXPOHM3aLNS CUCTEMHOIO BPEMEHN B
NHGOPMAaLIMOHHON CUCTEME

PCB.7

3awuTta nHdopmaunm o codbblTnax 6e3onacHoOCTu

VI. AHTUBUpYCcHas 3awmta (AB3)

AB3.1

Peanusauus aHTnBM pyCHOVI 3allNThbl

AB3.2

O6HoBneHne 6a3bl AaHHbIX NPU3HAKOB BPE4OHOCHbIX

KOMMNbIOTEPHbIX Nporpamm (BUpPYcoB)

VIl. O6bHapyxeHue BTopxxeHun (COB)

COB.1

O6HapyXeHne BTOpPXXEHUM

+

=+

COB.2

O6HoBneHne 6asbl peluaroLmx NpaBus

VL.

KoHTponb (aHanu3) 3awuweHHOCTU NepCcoHarnbHbIX AaH

HbIX

(AH3)

AH3.1

BbisiBneHue, aHanua ysa3sumMmocTten MHpopMaLMOHHON
CUCTEMbI 1 ONepaTUBHOE YCTPAHEHNE BHOBb BbISIBIIEHHbIX
ysiI3BUMOCTEN

AH3.2

KoHTponb ycTaHOBKM OOHOBMNEHUN NPOrpamMMHOro
obecneyeHus, BknovYas oOHOBNEHNE NPOrpaMMHOro
obecneyeHuns cpeacTs 3awmTbl MHGoOpMaumm

AH3.3

KoHTponb paboTocnocobHOCTH, NnapamMeTpoB HACTPONKUN U
NpaBuUNbHOCTU PYHKLMOHNPOBAHMSI NPOrpamMMHOro
obecnevyeHuns n cpeacTs 3aWmThl MHOOPMaLMK

AH3.4

KoHTporb cocTaBa TEXHUYECKMX CpeacTB, NPOrpamMmMHOro
obecneyeHunss U CpeacTB 3alnUTbl MHOpMaLn

AH3.5

KoHTponb npaBun reHepaLmmn 1 cMeHbl Naponen
nonb3oBaTtenen, 3aBefeHuns U yaaneHus y4eTHbIX
3anuceri nonb3oBartenen, peanusaumm npasun
pasrpaHu4eHns 4ocTyna, NoNIHOMOYMA Nonb3oBaTenei B

MHOPMALNOHHON CUCTEME

IX. Obecne4yeHue LENOCTHOCTN MHPOPMALMOHHON CUCTEMbI U NEePCOHaNbHbIX AaHHbIX

(oun)
ouJ1.1 KoHTpOnb LLeNnoCcTHOCTM NporpaMMHOro obecneyeHus, + |+
BKItOYasa NporpaMmmMHoe obecnevyeHne cpeacTs 3alunThbl
MHopMaumnn
oun.2 KOHTpPOSIb LLENOCTHOCTM NEPCOHAaNbHbIX JaHHbIX,

copgepxawumxcsa B 6aszax gaHHbIX MHPOPMaLMOHHOM
CUCTEMbI




oun.3

ObecneyeHne BO3MOXXHOCTM BOCCTAHOBIEHMS
nporpaMMHoro obecneyeHusi, BKMo4as nporpaMMHoe
obecneyeHne cpeacTs 3alUmTbl MHopMaumm, nNpu
BO3HMKHOBEHMWN HELUTATHbIX CUTYaLMI

oun.4

OGHapyxeHue 1 pearnpoBaHue Ha NOCTyrnreHne B
NHPOPMALNOHHYIO CUCTEMY He3anpalumMBaeMblX
9MNEKTPOHHbIX COOBLLEHMI (MMCEM, AOKYMEHTOB) 1 NHON
NHJOPMaLNK, HE OTHOCALLMXCSA K OYHKLMOHUPOBAHUIO
MHPOPMALNOHHOM CUCTEMBI (3aLmTa OT cnamMa)

oun.s

KoHTponb cogepxaHua nHopmMauum, nepegasaeMon s
MHPOPMALMOHHON CUCTEMBI (KOHTEMHEPHbIN,
OCHOBaHHbIN Ha CBOMCTBax ob6bekTa focTyna, u (Mnum)
KOHTEHTHbIN, OCHOBaHHbIN Ha MOUCKe 3anpeLLeHHON K
nepegayve MHopMaLmMm C UCNONb30BaHMEM CUTHATYP,
MacCoOK M UHbIX METOLOB), N UCKIIOYEHNE HENPaABOMEPHOW
nepegayun nHgpopmaumm ns MHopmMauMOHHON CUCTEMbI

oun.6

OrpaHuyeHne npae nonb3oBaTenel No BBoAy
NHopPMaLMN B UHPOPMAaLIMOHHYH CUCTEMY

oun.7

KOHTpOsb TOYHOCTU, MOMHOTLI M NPaBUbHOCTU AaHHbIX,
BBOAMMbIX B MH(DOPMALIMOHHYO CUCTEMY

oun.s

KoHTponb owmnbo4HbIX 4ENCTBMI NONb3oBaTenen no
BBOAY M (MNK) Nepeaayve NepcoHanbHbIX 4AHHbIX U
npegynpexaneHne nonb3oBartenen 06 owmnboYHbIX
OEeNCTBUAX

X. O6ecneyeHune 4OCTYNMHOCTU NePCOHaNbHbIX AaHHbIX

(OAT)

oAaT.1

Vicnonb3oBaHue OTKa30yCTOIZ‘-II/IBbIX TEXHNYECKUX cpeacTtB

oAT.2

PesepBurpoBaHne TeEXHNYECKUX CPeaCcTB, NPOrpamMMHOro
obecneyveHus, kKaHanoB nepegaym nHopmaumm, CpeacTs
obecnevyeHns PyHKLMOHMPOBAHNA NHPOPMALIMOHHOWN
CUCTEMbI

oAT.3

KoHTponb 6e30TKa3HOro oyHKLMOHMPOBAHNSA
TEXHUYECKUX CPEeACTB, OBHapyXeHue 1 nokanusaums
0TKa30B PYHKLNOHUPOBAHWS, NPUHATUE MepP MO
BOCCTAHOBMEHUIO OTKa3aBLUNX CPELCTB N UX
TeCTupoBaHue

oaT.4

Meproanyeckoe pe3epBHOE KOMUPOBaHNE NepCcoHarnbHbIX
[laHHbIX Ha pe3epBHble MallMHHbIe HOCUTENN
NnepcoHanbHbIX AaHHbIX

oaT.5

ObecneyeHne BO3MOXHOCTM BOCCTAaHOBIIEHUS
nepcoHarnbHbIX AaHHbLIX C PE3ePBHbIX MALLUNHHbIX
HocUuTeren nepcoHarbHbIX AaHHbIX (Pe3epBHbIX KOMui) B
TeYeHWe YyCTaHOBIIEHHOrO BPEMEHHOIO MHTepBana

Xl. 3awumTa cpeabl Buptyanusauum (3CB)

3CB.1

WpeHTndmkaumsa n ayteHTumrkauma cybbektos goctyna
N 06BEKTOB JOCTYNa B BUPTYyaribHOM MHpACTPyKType, B
TOM 4YUcne agMUHUCTPATOPOB ynpasBrieHns cpeacTBamu
BMpTYanusauuu

3CB.2

YnpasneHne JocTynoMm cybbekToB AocTyna K o6bekTam




[0CTyna B BUPTYyaribHOW MHPACTPYKType, B TOM YMche
BHYTPY BUPTYanbHbIX MaLIUH

3CB.3

Pernctpaumsa cobbitun 6e3onacHOCTU B BUPTYaribHOM
NHQPACTPYKTYpEe

3CB.4

YnpasneHue (punbtpayuns, MapLupyTusawmsi, KOHTPOsb
coeiHeHWs, OfHOHanpaBneHHas nepegada) NnOToKamm
MHOpPMaUUKN MeXay KOMNOHEHTaMN BUPTyarbHOM

NHQPACTPYKTYpPbI, @ TaKKe No nepumMeTpy BUPTyaribHON

NHAPACTPYKTYPbI

3CB.5

[loBepeHHas 3arpy3ka cepBepoB BUpTyanusauuu,
BUPTyarnbHOM MaLUWHbI (KOHTENHEpPA), CepBeEpPOB
ynpaBrieHns BUupTyanusaumnen

3CB.6

YnpasneHue nepemeLleHMeM BUPTYyarnbHbIX MaLLVH
(koHTenHepoB) 1 0bpabaTbiBaeMbIX HA HUX AaHHbIX

3CB.7

KOHTpOrb LenoCTHOCTU BUPTYanbHOWN MHPPACTPYKTYPbI U
ee KOHurypauumm

3CB.8

PesepBHOe konnpoBaHue JaHHbIX, pe3epBrpoBaHue
TEXHUYECKUX CPeaCTB, NporpaMmMHoro obecneyeHuns
BUPTYaribHOM MHAPACTPYKTYPbI, @ TakKe KaHanoB CBA3U
BHYTPW BUPTYanNbHON MHAPACTPYKTYPbI

3CB.9

Peanusauusa n ynpasneHne aHTUBMPYCHOW 3aLLUMTON B
BUPTYyanbHOW MH(PpaCTPyKType

3CB.10

Pas3bueHne BnpTyanbHOM MHPPACTPYKTYpPbl HA CErMEHTbI
(cermeHTMpOBaHWe BUPTYyarbHOM MHMPACTPYKTYpbI) ANs
06paboTkn NnepcoHanbHbIX A4aHHbIX OTAEMNbHbIM
nonb3oBaTesieM n (MnNun) rpynnon Nonb3oBaTenemn

XIl. 3awumTta TexHn4yeckux cpeacts (3TC)

3TC.1

3awmta nHdopmauumn, obpabaTbiBaEMON TEXHNYECKUMM
CpeAcTBaMu, OT €€ YyTEYKN N0 TEXHNYECKMM KaHanam

3TC.2

OpraHusauus KOHTPONMPYEMOW 30HbI, B Npegenax
KOTOPOW NOCTOSIHHO pa3MeLlaloTCsa CTauMOHapHble
TeXHU4eckue cpencraea, obpabaTbiBarome
MHopMaLuio, 1 cpeacTBa 3alnTbl MHpopMaummn, a
TaKkkKe cpeacrtea obecnevyeHnss PyHKLNMOHMPOBAHMS

3TC.3

KoHTponb v ynpasneHue omsanyecknm 4oCTyrnom K
TeXHUYEeCKUM cpeacTBaM, cpeacTBam 3aLmThl
MHopMauuKn, cpeacrTesam obecneveHust
PYHKLUNOHUPOBAHUS, a TaKKe B MOMELLEHUSA U
COOPYXXEHUS, B KOTOPbIX OHW YCTaHOBSEHbI,
NCKIoYaloLLne HeCaHKUMOHNPOBAHHbLIN PU3NYECKUN
AOCTyN K cpeactBam 06paboTkn nHgopmaumu,
cpeacTeaMm 3awuTbl UHoOpMauuu 1 cpeacrTeam
obecnevyeHns PyHKLMOHMPOBAHNA NH(POPMALIMOHHOWN
CUCTEMbI, B MOMELLEHUS N COOPYXXEHUS, B KOTOPbIX OHU
YyCTaHOBJIEHDI

3TC.4

Pa3melLeHne ycTponcTB BbiBoAa (0ToBpaxeHus)
MHopMaLKnmn, UCKIToHaKLLLee ee HECAHKLIMOHMPOBAHHbIN
NpPOCMOTP

3TC.5

3alimTa OT BHELUHNX BO34ENCTBUN (BO3AENCTBUN




oKpyxatowen cpeabl, HecTabnnbHOCTH
3NEeKTPOCHabXeHNS, KOHOULMOHMPOBAHNA U NHbIX
BHELUHNX )aKTOPOB)

XIlll. 3awmra nHpopMaLMOHHON CUCTEMBI, €€ CPpeacTB, CUCTEM CBA3U U Nepeaayu
AaHHbIX (3UC)

31C.1 PasgeneHue B MHGOpMaLNOHHOM cucteme PyHKLMIA No
yrnpaBneHuo (agMMHUCTPUPOBAHNIO) NHPOPMAaLIMOHHON
CUCTEMOWN, yNpaBfeHnto (aaAMUHUCTPUPOBAHUID) CUCTEMON
3aLWNTbl NEPCOHanbHbIX AaHHbIX, PYHKUUIN No obpaboTke
nepcoHanbHbIX AaHHbIX U UHbIX OYHKUWIA
MHPOPMALIMOHHOW CUCTEMBI

3NnC.2 MpepoTBpalleHne 3a4ep>KKn Unv npepbiBaHus
BbIMOSIHEHUS MPOLECCOB C BbICOKUM NPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KNM NPUOPUTETOM

31C.3 Ob6ecneyeHune 3aWmTbl NEPCOHANbHbIX AaHHbIX OT + + +
packpbITMs, Moandmrkaumm n HaBa3biBaHNA (BBOAA
NOXHOW nHopmaumn) Npu ee nepegade (NOAroToBKE K
nepeaave) no KkaHanam CBsi3v, MMELLMM BbIXOA 3a
npeaenbl KOHTPONMPYEMOW 30HbI, B TOM YnUCre
6ecnpoBOAHbLIM KaHanam CBs3u

3nCcC.4 Ob6ecneyeHne ooBEPEHHbIX KaHana, MapLipyTa Mexay
aAMWHNCTPaTOPOM, Nonb3oBaTenemM 1 cpeacTsamm
3awmTbl MHopmaumm (PyHKUMsIMN 6Ge30nacHoCTH
cpeacTs 3awmTbl MHGOpPMaLmmn)

3nC.5 3anpeT HeCaHKLMOHNPOBAHHOW yaaneHHoW akTuaumm
BUageokamep, MUMKPOGOHOB U UHbIX NepUdepumnHbIX
YCTPOWCTB, KOTOPbIE MOMYT aKTUBMPOBATLCS yAaneHHO, K
ornoBeLleHne nonb3oBarenen 06 akTuBaLUum Takmx
YCTPOWUCTB

3nC.6 lMepenaya n KOHTPOMb LENOCTHOCTU aTpMbyToB
6esonacHocTM (MeTok 6e30nNacHOCTH), CBA3AHHbIX C
nepcoHanbHbIMW AaHHLIMW, MPU 0OMEHE MW C UHBIMU
NHOOPMALNOHHBIMU CUCTEMAMM

3nC.7 KOHTpOnb CaHKUMOHMPOBAHHOIO U UCKINIOYEHWEe
HeCaHKUMOHNPOBAHHOIO UCMOMb30BaHNUSA TEXHOSTIOMMM
MOBUNBHOrO Koga, B TOM YMChe perucrpaums cobbITui,
CBSI3aHHbIX C NCNOSIb30BaHMEM TEXHONOMN MOBUIBHOMO
Koda, X aHanms u pearmpoBaHne Ha HapyLLeHns,
CBSI3aHHbIE C UCMONb30BaHNEM TEXHOMOrMM MOBUNBHOIO
Koga

3nC.8 KOHTpOnb CaHKUWMOHMPOBAHHOIO U UCKITOYEHUe
HEeCaHKLMOHNPOBAHHOMO MCMNOMb30BaHUSA TEXHOMOMI
nepegayv peydm, B TOM Yncrne perucrpaums cobbiTuim,
CBSI3aHHbIX C UCNOSIb30BaHMEM TEXHOMNOMNI Nepeaayn
peyu, Ux aHanms n pearmpoBaHne Ha HapyLleHus,
CBSAA3@aHHbIE C MCMOMb30BaHNEM TEXHOMOMIN Nepeaayn
peyu

3nC.9 KOHTpOnb CaHKUMOHMPOBAHHOW U UCKOYEHNE
HeCaHKUMOHNPOBAHHOW Nepefayv BuaeonHgpopmaumm, B




TOM 4KUcrne pernctpauns cobbiTU, CBA3AHHbIX C
nepegaden BMageovHpopmarlmm, nx aHanms u
pearmpoBaHue Ha HapyLleHWsd, CBA3aHHble C nepeaaden
BUAeONHGOpMaLnm

31C.10 MoaTBep)xaeHne NPonNCXoXgeHnsa NCTOUHKKA

MHd opMaLuK, Noy4aemMon B npoLiecce onpeneneHust
CeTeBbIX aapeCcoB N0 CETEBbIM MMEHAM UMK
onpeneneHns CeTeBbIX MMEH No CeTeBbIM agpecam

31C.11 ObecnevyeHne NOANTMHHOCTU CEeTEBbLIX COeANHEHUN
(ceaHcoB B3aMMoOLENCTBNA), B TOM YnCe ANs 3aWwmThbl OT
NoAMEHbI CeTEBbIX YCTPONCTB U CEPBUCOB

3nC.12 MckntoyeHne BO3MOXXHOCTU OTPULLI@HNA NoSfb3oBaTenem
drakTa oTnpaBkn NepPCoHanbHbIX aHHbLIX APYromy
nonb3oBaTento

31nC.13 MckntoyeHne BO3MOXKHOCTM OTPULL@HMS Nofb30BaTENEM
hakTa Nony4yeHns NnepcoHarbHbIX AaHHbIX OT APYroro
nonb3oBaTtens

3nC.14 VMcnonb3oBaHue yCTPOMUCTB TEPMUHANBHOMO JoCTyna Ang
006paboTKn NnepcoHanbHbIX AaHHbIX

3nC.15 3awmTa apxmBHbIX (hannos, napaMeTpoB HACTPOMKMK
CpeAcTB 3awmnTbl MHopMauumn n NporpaMmMHoOro
obecnevyeHns N MHbIX AaHHbIX, HE NoAneXxalmx
N3MEHEHNI0 B Npouecce 06paboTkn nepcoHanbHbIX
AAHHbIX

31C.16 BbisiBneHue, aHanna n 6rnokMpoBaHue B
MHPOPMALIMOHHONM CUCTEMBI CKPbITbIX KAHANOB nepeaayn
nHdpopmauun B 06xoa peanmsoBaHHbIX MEP UM BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKOIIOB

3nC.17 Pa3bneHne nHpopMaLMOHHON CUCTEMbI HA CErMEHTbI
(cermeHTMpoOBaHME MHPOPMALMOHHON CUCTEMBI) U
obecneyeHune 3alMTbl NEPUMETPOB CENMEHTOB
MHPOPMALIMOHHOW CUCTEMBI

31nC.18 O6ecneyeHune 3arpyskm 1 UCMONHEHUSA NPOrPaMMHOro
obecneyeHnss ¢ MaWMHHbBIX HOCUTENEN NepCOHanbHbIX
AaHHbIX, AOCTYMNHbIX TONBKO ANSA YTEHUSA, N KOHTPOSb
LLleNOCTHOCTM AaHHOrO NPOrpaMmMHOro obecneyvyeHns

3nC.19 M3onsums npoueccoB (BbINOMHEHME NPOrpamMMm) B
BblAeneHHon obnactn namsaTu

31C.20 3awuTta 6ecnpoBOAHbIX COEANHEHUN, NPUMEHSIEMbIX B
MHOPMALNOHHON CUCTEME

XIV. BbisiBneHne MHUMAEHTOB U pearnpoBaHue Ha Hux (MHL)

MHL.1 OnpegeneHve nuu, OTBETCTBEHHbIX 3a BbISBIEHNE
WHUMAEHTOB N pearnpoBaHne Ha HUX

MHL.2 O6HapyxeHue, ngeHTndmrkaunsa n permcTpaumns
NHUNOEHTOB

MHL.3 CBoeBpeMeHHOe NHpopMMpOBaHME NNL, OTBETCTBEHHbIX
3a BbIsIBIEHME UHUMOEHTOB N pearnpoBaHne Ha HUX, O
BO3HMKHOBEHUN MHUWAEHTOB B MH(POPMaLMOHHON
cucTeme nonb3oBaTensaMm u agMMHUCTpaTopamm




MHL.4 AHanus HUMOEHTOB, B TOM YuCrie onpeaeneHne + |+
NCTOYHMKOB U NMPUYNH BO3HUKHOBEHNS MHUMAEHTOB, a
TaKkKe oueHKa UxX nocrneacTeum

NHLL.5 [MpuHATME MEep NO YCTPaHEHU0 NOCNeACTBUA NHLUMOEHTOB + | +

MHL.6 lMnaHupoBaHue 1 NpUHATME Mep Mo NpeaoTBpPaLLEHNIo + | +
NOBTOPHOIO BO3HMKHOBEHMS UHLUMOEHTOB

XV. YnpaBneHue KoHdurypaumen nHPopMaLMOHHOU CUCTEMbI U CUCTEMbI 3aLLUTbI
nepcoHanbHbIX AaHHbIX (YK®)

YK®.1 OnpegeneHne nuu, KOTOPbIM pa3peLleHbl 4ENCTBUS MO + + | +
BHECEHNIO N3MEHEHNI B KOHPUTYpaLNIO
MHJOPMAaLMOHHOWN CUCTEMbI U CUCTEMbBI 3aLUUTDI
nepcoHanbHbIX JAHHbIX

YK®.2 YnpasrneHne nsmeHeHnaAMn KoHdurypaumm + + | +
MHPOPMALMOHHOW CUCTEMBI N CUCTEMbI 3aLUUThI
nepcoHanbHbIX AaHHbIX

YK®.3 AHanua noteHumnanbHOro BO3genUCTBUA NNaHUpyeMbIX + + +
N3MEHEHN B KOHJUrypaunm MHpopmMaLMOHHON CUCTEMbI
N CUCTEMbI 3aLLMThl NEPCOHAsTbHbIX AaHHbIX Ha
obecneyeHne 3almTbl NePCOHarbHbIX AAHHbIX U
cornacoBaHue N3mMeHeHu B KoHdurypauum
MHGOPMAaLMOHHOW CUCTEMbI C LOSMKHOCTHBIM FINLOM
(paboTHUKOM), OTBETCTBEHHLIM 3a obecrneyeHne
6e30nacHOCTM NepCcoHarnbHbIX JAHHbIX

YKo .4 [okyMeHTupoBaHue nHgopmaumm (4aHHbIX) 06 + + | +
N3MEHEHNAX B KOHUIypauum NHopmMaLmMoHHON
CUCTEMbI N CUCTEMbI 3aLUTbI NEPCOHANbHbIX JaHHbIX

"+" - Mepa no obecnevyeHuro 6e30MacHOCTM MNepPCOHarbHbIX AaHHbIX BKMAOYEHa B
6as3oBbIi Habop Mep AOns COOTBETCTBYIOLLErO YPOBHSA 3aLMULEHHOCTM MEPCOHAaNbHbIX
OaHHbIX.

Mepbl no obecneveHuto 6Ge30nNacHOCTU MEepPCOHarnbHbIX AAHHbIX, HE 0003HaYeHHble
3HakoMm "+", npumeHsitoTcs nNpu  agantauum 6as3oBoro Habopa Mep U YTOYHEHUMU
aganTupoBaHHOro 6asoBoro Habopa mMep, a Takke Npu pa3paboTke KOMMNEHCUPYIOLWNX Mep Mo
obecneyeHnto 6€30MacHOCTN NePCOHasbHbIX AAaHHbIX.



